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ABSTRACT

This study explores both existing and emerging threats in IoT networks, including
device exploitation, communication eavesdropping, malware dissemination, and
large-scale distributed attacks. A detailed literature review is conducted to analyze
current security mechanisms, recent research advancements, and evolving trends
in IoT security.The review identifies key limitations in existing approaches, such
as poor adaptability to dynamic threat landscapes, the absence of lightweight yet
effective protection techniques, and inadequate implementation of end-to-end
security frameworks. Addressing these gaps, the research formulates a problem
statement centered on improving IoT network security through a scalable and efficient
methodology.A comprehensive system architecture and methodological framework
are proposed to mitigate identified vulnerabilities while maintaining compatibility
with the resource constraints of IoT devices. The proposed solution is evaluated against
existing techniques, focusing on detection accuracy, computational efficiency, and
overall security enhancement. Comparative analysis shows that the approach delivers
a more effective defense mechanism for IoT environments, emphasizing the need for
advanced, adaptive, and practical security frameworks for future IoT deployments.

KEYWORDS: IoT Security, Emerging Threats, Network Vulnerabilities, Security

Framework.

1. INTRODUCTION

Internet of things (IoT) is a group of
interconnected devices and people in
which devices can communicate with
each other without human intervention

[1].

The internet of things allows people and
things to be connected anytime, anyplace
with anything and anyone, ideally using
any path/network and any service.

The ultimate objective of IoT is to create
“A better World for human beings”.

2. SECURITY ISSUE FOR IOT

Why Security???

o As these large numbers of devices
directly associated with the open web;
they provides a “ Fertile ground” for

launching different security threats
with in the network.

Intruders can compromise the data
security as well as privacy because of
that.

If the Security will be compromised,
then there will be no any potential
benefits of this upcoming emerging
technology to the Society in any
domain like Healthcare, Agriculture
or Smart City.

IoT is a Resource constrained network.
So, traditional approaches of security
can not be deployed with in the IoT
network. So, to develop a lightweight
and efficient approach for IoT Security
is prime research direction in current
time.
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Attacks Threat Model for IOT

o

Application Laver | Duata theft
attack, Access control attack, Service
Interruption attack

Metwork Laver : Phishing site

attack, Routing attack. DOS/DDOS
attack, Data Transit attack, Routing
attack

Sensing Laver: Node Capture attack.,
Malicious code mjection attack, Side
channel attack, Eavesdropping and
Interference

Fig. 1: IOT Threat Model

. ATTACKS ON IOT [12]

Physical Attacks: These kinds of attacks are
focused on the hardware components of the IOT
system and the attacker needs to be physically
close or into the IOT system in order to make the
attacks working. Some examples of these attacks
are:

(1) Node Tampering
(2) Malicious code injection attack
Impersonation  Attack:  Authentication in

the distributed environment is very difficult,
allowing malicious nodes to use a fake identity
for malicious attacks.
Denial of Service Attack: An attacker floods
the network with large traffic so that services/
resources are unavailable to its intended(legal)
users.
Distributed Denial of Service Attack: DDoS is a
type of DOS attack where multiple compromised
systems, which are often infected with a Trojan,
are used to target a single system causing a Denial
of Service (DoS) attack.
Routing Attacks: Intermediate malicious nodes
might modify the right routing paths during the
data collection and forwarding process.
Data Transit Attacks: various attacks on the
confidentiality and integrity during data transit
in access or core networks. Some of types of Data
Transit attacks are:

Man-in-the-Middle attack

Traffic Analysis attack

C.

d.

Modification attack
Replay attack

3.1 IOT Security Services

Authentication : The process of confirming and
insuring the identity of objects.

Authorization : The process of giving permission
to an entity to do or have something.

Integrity : The way toward keeping up the
consistency, precision and dependability of
information over its whole life cycle.
Confidentiality: The process of ensuring that
the information is only accessed by authorized
people.

Availability: The process of ensuring that the
service needed is available anywhere and anytime
for the intended users.

Privacy: The process of ensuring non-accessibility
to private information by public or malicious
objects.

Authorization

Availability

Fig. 2: IOT Security Services

. WHY AUTHENTICATION???

Authentication is the way of identifying users/
devices unambiguously in a network and based
on that granting access to the legal users/devices.
It is one of way to prevent from various common
attacks such as Replay attack, MITM attack,
Impersonation attack etc...

If there is no authentication algorithm properly
implemented in network then important
credentials can be stolen by attacker and it can
harm to the network or user.

So, Authentication is one of the important
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security element for IOT network based on which various devices can do communication with each other
and can share the data with trust. Based on Authentication; Validity of device/user can be done in network.

5. COMPARISON OF EXISTING AUTHENTICATION APPROACHES FOR IOT
Table 1: Comparison of Existing Authentication approaches for IOT

Identity based

Authentication

Token based
Authentication

PUF based
Authentication

Context based
Authentication

Procedure based
Authentication

credentials are
stored at internal

Authorization server (AS)
for accessing resource.

response based on PUF
and will provide it to

Shared secret key, | A piece of data-Token Hardware based Physical context or One-way Authentication
password approach, IC circuit Behavioural context. | or Mutual Authentication
mounted on chip based
on Challenge - Re-
sponse pair.
Important Tokens will be issued by | device will compute Context information | No Cryptographic assets

like location, radio
signal features will be

will be stored in memory.
Challenge will be provided

attack, Side channel

ate attack, DOS attack is

attack is possible.

memory of device server. verified for authenti- | by server,

cation.
Key Stolen attack, Replay attack, Man in the Modelling attack, Modification attack, | Although no cryptograph-
Password leakage Middle attack, Imperson- | Man in the Middle | Interception attackis | ic data is kept in memory

possible.

and challenges are serv-

attack, location possible. er-issued, risks such as key
spoofing attack is extraction, credential leak-
possible. age, side-channel exploits,
and location spoofing can
still occur.
6. LITERATURE REVIEW

Journal

Table 2: Literature Review

Main Idea/Contribution

Layer on which Paper Focuses

& Year

Protocol for
Resource-Con-
strained Devices

communication costs.

Four protocol phases:

o Initialization

e Device setup

o Authentication

o Password-change support, which
is not common in many existing

schemes

1. Secure Two-Fac- | IEEE, The authors design a secure mutual Perception Layer
tor Authenti- 2022 two-factor authentication protocol com- Uses RFID & fingerprint at device level
cation for IoT bining:
Device (1) RFID token (something you have)
(2) Fingerprint biometric (something you
are)
The system includes two phases:
(1) Registration: enrolling RFID and finger-
print data.
(2) Authentication: verifying both creden-
tials against stored templates.
2. | Designing a IEEE, A lightweight mutual authentication This protocol addresses two primary layers of the IoT
Lightweight IoT | 2024 protocol using Elliptic Curve Cryptography | architecture:
Authentication (ECC) to leverage low computational and

-Perception Layer

Directly involves resource-constrained IoT devices—like
sensors or RFID tags that perform registration and authen-
tication locally using ECC primitives

-Network Layer: the protocol covers message exchange,
nonce-based session handshakes, and secure communica-

tion
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3. | LPA: A Light- IEEE, o Introduces LPA, a lightweight mutual | LPA spans the following layers of the IoT architecture:
weight PUF- 2023 authentication and key-exchange pro-
based Authenti- tocol for IoT devices using Physical -Perception Layer: PUF-enabled devices conduct authenti-
cation Protocol Unclonable Functions (PUFs) cation locally.
for IoT System
o Utilizes PUF challenge-response -Network Layer: Key exchange and message coordination
behavior along with lightweight oper- | with a centralized trust server.
ations (e.g., XOR, hashing) for authen- | It does not extend to Edge/Fog or Application layer con-
tication and session key generation. cerns.
4. IoT Authentica- | IEEE o This comprehensive survey explores
tion Protocols: [ Transac- three key dimensions of IoT authenti-
Classification, tions on cation protocols:
Trend and Op- | Sus- o  Classification and limitations of exist-
portunities tainable ing schemes
Comput- | «  Emerging trends and innovation in
ing, 2025 the field
o Opportunities and future directions
for researchers and practitioners
o Auth Categories: ECC-based, hash/
symmetric, PUE blockchain, ML/be-
havioral, multi-factor
o  Trends: Blockchain, ML-fueled contin-
uous auth, zero trust, biometric UX,
Lightweight Cryptography
5. | PUF-Based IEEE Each IoT endpoint is equipped with a Phys- | -Perception Layer: PUF-equipped endpoints performing
Mutual Authen- | Transac- | ical Unclonable Function (PUF) to generate | local authentication
tication and tions on | device-specific secrets on the fly, eliminat-
Key Exchange Depend- | ing stored keys or challenge-response pairs | -Network Layer: Direct P2P message exchange and session
Protocol for able and | (CRPs) on the device or central database establishment
Peer-to-Peer IoT | Secure
Applications Comput- | Uses lightweight operations: PUF respons-
ing, 2023 | es, hashing, and XOR.
Enables mutual authentication and session
key establishment directly between two
peer devices in a decentralized fashion
6. | An Improved IEEE The enhanced scheme combines Physical Perception Layer: PUF-equipped IoT devices and wireless
Lightweight Transac- | Unclonable Functions (PUFs) with wireless | fingerprint sensing
Two-Factor tions on | link fingerprints Network Layer: Secure message exchanges and challenge
Authentication | Indus- response handshakes with the gateway
Protocol for IoT | trial In- | Two factors used:
Applications format- | PUF-derived hardware fingerprint, elimi-
ics, 2023 | nating stored keys or CRPs.

Wireless fingerprint derived from radio link
characteristics between device and gateway
or server.

Covers registration, mutual authentication,
key agreement, and secure data transfer
phases using lightweight primitives like
XOR and secure hash functions

layer =~ Key- stolen Impersonation Replay DOS Interception MITM Modeling Spoofing Physical
Attack Attack Attack Attack  Attack Attack attack Attack attack
1| A N N N Y Y N N/A N N
2 (2] A N Y Y N N N N/A N N
3 [3] P N/A Y N N N N N/A Y N
4 |14 |[A Y N N Y N Y N N N
5 [5] A Y Y N N N N Y N N
6 (6] A+P Y Y N N N N N Y N
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7 |7 |aA N Y Y N N N N/A N N
8 |8 |A N Y Y N N Y N/A N N
9 |91 |p Y Y N N Y N N/A N N
10 [[10] [A N/A Y N N N N N/A N N
11 | A+ |Y Y N N N N N Y N
12 |[2) |P Y Y N/A Y N N N Y N

Where; A= Application Layer, N= Network Layer and
P= Physical Layer

Y indicates particular attack is addressed in given
research article and N represents suggested approach
may leads to particular attack.

7. SURVEY CONCLUSION

o Internet of Things (IoT) is a group of
interconnected devices & peoples in which device
can communicate with each other without human
intervention.

o In this presentation ; we have provided
fundamental information about IoT including
definition , architecture & security challenges
faced by IoT systems. We have briefly described
IoT Threat Model also. Then we have presented
related research work which already has done in
Authentication domain for securing IoT devices
/ system.

8. RESEARCH GAP

(1) Most of the existing Authentication methods
for IOT network use a single key based approach /
password based approach to authenticate IOT device.
From the literature survey we found that such kinds
of the methods are vulnerable to the different attacks
such as Key stolen attack, Side channel attack, MITM
attack, Device cloning attack. If the password also
not changed over the time, then also it is prone to
Dictionary attack. And if the adversary has the shared
key/password, an identical fake device also can be
made.

So, there is a need to work on authentication approach
in which key value should be changed over the time.
So, if adversary gets shared key than also he/she can
not get access of the system and can not compromise
with system security.

We can provide security against MITM attack,
Interception attack, Dictionary attack, Key stolen
attack, Device cloning attack and Replay attack.

(2) IOT devices are deployed in open and public
places, which may cause them to be vulnerable to
various Physical and cloning attack. So, it is important
that any security solution designed for IOT devices
should not only be efficient but also can detect any
violations of physical security of IOT devices.

This kind of authentication technique sometimes leads
to the ambiguous device identification in which device
identity is only verified but the context information of
device is not taking into consideration. It may leads to
various Physical attack, changing distance attack and
location spoofing attack.

One approach to solve this problem is the integration
of information about the physical context of a device
to improve the authentication process.

9. PROBLEM STATEMENT

The majority of existing Authentication methods for
IoT are Key based/ Password based methods. Existing
Key based authentication algorithms are vulnerable
for Key stolen, Dictionary attack, MITM attack &
Replay attack. So, for providing better security in IOT
Network; multi-key based authentication approach is
needed.

10. ADVANTAGE OF DYNAMIC KEY BASED
IOT AUTHENTICATION [22, 23, 25, 28]
However, in symmetric encryption, both sides of
communication share the same pair of keys. Once
the key is known by the third party, or the third party
just analyzes the network traffic, the communication
content will be inferred. Therefore, the long-term use
of a fixed session key is insecure among IoT devices.

Need for “One time One Cipher”: Every time the key
used for encryption and decryption will differ and
expire after each session. This ensures the uniqueness
and dynamic nature of the key.

www.ieasrj.com
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11. METHODOLOGY
Dynamic Key Authentication
User Server
Registration f »| Authentication | J‘ Communication
= —
Sending Login

Request and
Current Session ID |

|
v

No ol Terminate Session,

User ID Validation Attacker activity

Yes

\ 4

User is registered and
valid. go for Dynamic
Key based Authentication

Fig. 3: Dynamic Key Authentication

12. ALGORITHM STRUCTURE

Registration

” Mutual Authentication & Session key establishment
IoT Client
Server

Session Key Updation

Fig. 4: Proposed Authentication Algorithm
Structure

Registration Phase:

All the client IoT devices have to register with the
server, a client IoT device Ci generates a registration
request with IDi and sends this registration request
to the Server.

When Server receives a registration request of any
client IoT device; Server will make entry of that client
device into its database.

Registration Request : {Device ID, Device Password}

Mutual  Authentication &
Establishment

IoT device and Server will mutually authenticate to
each other. And after successful authentication; they
will establish session key for further communication.

Session  Key

Concept of Dynamic key based authentication for
Mutual Authentication & Session Key Establishment
phase.

‘ User Server

Mi= h(UID; || PASS;) || Session Num.

M2= Challenge from Server

M3=Response & Random Numberl & Challenge From User

>

M4= Response & Random Number2

Fig. 5: Proposed Authentication Algorithm
Structure

12.1 Dynamic Key Based Authentication
Table 3: Existing Approaches for Dynamic Key
Generation for IoT Authentication [22, 23, 25, 28]

Notation

Description

I Concentation Operation

o) Ex-OR Operation

h Message Digest Function

Random 64 bit Random Number for Mutu-
Number ally Authentication Purpose
Temporary 64 bit Random Number for Session
Number Key Generation Purpose

(Nonce)

Vault: The Vault contains 64 keys each key 64 bits
long in hexadecimal format. All these keys will be
stored into 8*8 Matrix form at the IoT Device side
and Server side. At the Device side and Server side
it can be stored in encrypted mode for security
purpose. This 8*8 matrix will be shared between IoT
device and Server during initial deployment time.

Table 4: Sample validation
2 3 4 5 6

112f 3ade 56bf 76ed 4deda 2bef 8alc 10be
45cd 5413 12ab Cds2 Ab27 35ed adc 19¢
32ab 2e3d 1£22 2¢3d 44ab 234c¢ 1d5f 445¢
Cf12 Def3 12ae 16cd 24af 26¢d 1e7f 2d8f
24ab 3ead 1£26 2c3a 4c3d 23ce 1d5a 4e5c
9f12 Tef3 19ae 46¢cd 29af 22ce la7¢ 2a8b
211c 3bde 67bf 87ed 47da 2lef 810c¢ 19be
42ca 4513 24ab 2252 152b 359d 9add 19a

0 N A | B W N =

IoT Device will initiate the communication request
to IoT Server. Request message M1 contains the
message digest of Device ID and Session number to

16 | International Educational Applied Scientific & Research Journal [IEASR]]
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maintain the authentication session.

M1 = h (Device ID||Device Password)
Session Number

Server will verify message digest value for device id
and if it is valid, then Server will generate Challenge
Message M2 for IoT Device.

M2 contains a Challengel and Random numberl.
Challenge consists of q distinct numbers and each
number will points towards index of a 8*8 Matrix,
stored in a vault. The value of q should be less than
total number of keys stored in a vault

Challenge ={C1 C,,C,, ..., C}.

gJ

M2 = {Challeuge1 Random Number }

IoT Device generates the response for the assigned
challenge. IoT device generates a temporary key of
64 bits from the Vault by performing XOR operation
on all the key values whose index are present in the
challenge message.

Temporary Key K1 at IoT Device Side = K[Cl] (&%) K[C: ]
D...d K[(‘q].

IoT device generates response by performing
encryption of Random Numberl || Temporary
Numberl by using K1 as a encryption key.

Here, Temporary Numberl (Nonce) isa 64 bitnumber
generated by IoT device randomly for future use to
generate Session key for further communication.

M3 = Enc (K1, Random ,\'umberl || Temporary Number
(Nonce), || { Challenge, , Random Number, } ).

IoT device also generates a separate challenge
message for IoT server using the same method. IoT
device now send generated response for the Server’s
challenge and Challenge for server.

Challenge2 = {C1, C2,C3, ..., CS8}.
(It should be different from Challengel Values).

After receiving message from the device, Server

will generate temporary key by using indexes of
Challenge2from its secure vault. There is no need to
share key here between IoT device and Server.

After generating key K1, Server will decrypt the
message M3. If the server retrieves the Random
numberl from the M3 message, it signifies that
receiver of previous challenge message M2 was legal
IoT Device. And after that, Server will generate
response for Client IoT Device’s challenge M3.

Temporary Key K2 at Server Side = K[Cl] ) K[Cz 1D... D
K[Cq].
M4 = Enc (K2, Random Number, || Temporary Number
(.\'once),)..

The IoT Device will receive message M4 and decrypts
it by generating temporary key K2 from its secure
vault by utilizing content of Challenge C2. And if IoT
device gets back Random number2 then Server is
also authenticated.

After IoT Device and Server mutually authenticate
each other, they will generate temporary session
key by using Temporary Numberl and Temporary
Number?2.

Session Key= Temporary Numberl ¢ Temporary Number,

[3] Session Key Modification Phase:

Dynamic Session Key

After expiration of session time period; Server will
challenge the client and Client will challenge the
Server for mutual authentication purpose and then
they will mutually establish new session key.

13. CONCLUSION

The analysis of existing IoT authentication
mechanisms reveals that traditional key-based and
password-based approaches remain highly vulnerable
to key theft, dictionary attacks, replay attacks, and
man-in-the-middle attempts. Although several
dynamic key-generation techniques exist, most rely
on predictable device-specific physical properties or
linear structures such as LFSRs, which significantly
limits their security strength. Therefore, the need for
a robust authentication framework in IoT networks is

www.ieasrj.com
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evident. A multi-key-based authentication strategy
that follows the “one-time, one-cipher” principle—
where multiple independently generated keys are
refreshed for every session—offers a promising
direction. Such dynamic, time-varying key generation
can greatly enhance resistance to cryptographic
attacks, strengthen session confidentiality, and
provide a more secure foundation for resource-
constrained IoT environments
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