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ABSTRACT

The latest progress of communication technology and low-power devices has led to in all kinds of resources environment to provide digital content services, such as 
smart home and the Internet of things. However, digital content is easily replicated and distributed through open channels. Therefore, authentication is becoming more 
and more important for digital rights management (DRM) systems to provide security services to authorized users.In 2019,SungJin Yu et al. proposed a lightweight 
three-factor authentication protocol for digital rights management system.This paper introduces the research background of the identity authentication scheme, and 
reviews the authentication protocol of Sungjin Yu et al. from the perspective of the registration phase and the login authentication phase.Then,through the 
cryptanalysis, We here prove that the DRM system protocol of SungJin Yu et al. is unsafe, and provide two attack schemes, namely, privileged insider impersonating a 
legitimate user and privileged insider impersonating a legitimate license server.
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1. INTRODUCTION:
Due to the development of embedded technology and low-power devices, users can access photos, videos, music, and documents on the Internet of Things (Kim, Lee, & 
Park, 2010; Liu, Chang, & Chang, 2015; Subramanya & Yi, 2006)at anytime and anywhere. However, this convenient method of access also allows illegal copying and 
distribution of digital content, as it has been provided through public channels.This issue makes digital rights management (DRM) technology essential for protecting 
rights related to digital content.In the process of providing digital content services to legitimate users, authentication is an essential security requirement in DRM sys-
tems.

More recently in 2017, Jung et al. (Jung, Kang, Lee, & Won, 2017) proposed a biometricbased user authentication and key agreement scheme for electronic patient 
records (EPR) information systems, which involve a similar architecture to DMR systems. However, in 2018, Lee et al. (Lee, Li, Chen, & Lai, 2018) showed that Jung et 
al.’s scheme (Jung, Kang, Lee, & Won, 2017) is vulnerable to secret-key disclosure attacks that compromise user anonymity. In addition, Lee et al. (Lee, Li, Chen, & 
Lai, 2018) proposed a biometric-based authentication scheme for a DRM system to resolve the security problems of Jung et al.’s scheme(Jung, Kang, Lee, & Won, 
2017).However,in 2019,SungJin Yu et al. (SungJin Yu, Park, & Kim,2020) demonstrated that Lee et al.’s scheme (Lee, Li, Chen, & Lai, 2018) does not protect against 
device theft and user impersonation, and proposed a lightweight three-factor authentication protocol for DRM systems that seeks to overcome the shortcomings of Lee 
et al.’s scheme (Lee, Li, Chen, & Lai, 2018).In the present paper, we proved that the DRM protocol of SungJin Yu et al. (SungJin Yu, Park, & Kim,2020) is vulnerable to 
attacks through rigorous cryptanalysis, and provided two attack schemes.

2. REVIEW OF SUNGJIN ET AL.’S PROTOCOL:
This section reviews Sungjin Yu et al.’s authentication protocol. The notation used in this paper is explained in Table 1. The proposed protocol consists of three phases: 
registration, login and authentication, as detailed below.

Table 1: Notations
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2.1 Registration phase:

2.2 Login and authentication phase:

3. CRYPTANALYSIS OF SUNGJIN ET AL.'S PROTOCOL:
This section uses an informal analysis to assess the security of Sungjin et al.’s protocol. Sungjin Yu et al. claim that their protocol is safe and effective, and can be 
protected from various types of attacks. However, in the following situations, we have proposed two attack schemes so that their protocol cannot meet the security 
requirements.

3.1 Privileged insider impersonates a legitimate user:

3.2 Privileged insider impersonate a legitimate license server:

4. CONCLUSIONS:
This paper introduces the research background of the identity authentication scheme. Then we reviewed Sungjin Yu et al.’s scheme and proposed two attack schemes to 
prove that Sungjin Yu et al.’s scheme is insecure. This paper provides references for other similar programs. The future work is to repair the security flaws on the basis of 
this paper, so that the digital rights management system can achieve higher security.
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