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ABSTRACT

With the introduction of smart grid technology as the next generation of power grid, the monitoring of power system is facing new challenges. Smart grid technology 
improves the reliability, security and efficiency of the grid, but due to its reliance on communication technology, protecting the data transmitted over the public 
communication network has always been a huge challenge. To solve this security problem, different authentication schemes have been proposed. However, most of 
them are still plagued by privacy or performance issues. This paper presents a lightweight security authentication scheme for smart grid communication, which 
enables smart meters and service providers in smart grid to authenticate each other and establish Shared session keys. Compared with the existing smart grid 
authentication scheme, the fast mutual authentication between smart meters and service providers is realized, and the traceability of smart meters is guaranteed and the 
performance of the scheme is improved.
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1. INTRODUCTION:
As a new mode of power management network, smart grid has attracted wide attention due to its reliability, efficiency and sustainability (Lu, Liang, Li, Lin, & Shen, 
2012) .Compared with traditional power grid, smart power grid can dynamically adjust power consumption according to users' demands. This improves the efficiency 
and reliability of the grid. Smart grids work within the framework of a complex system that consists of three main types of entities: smart devices (such as smart meters), 
communication modules (such as substations and telegraph poles), and control centers (such as service providers) (Chen, Miao, Hao, & Hwang, 2017; Metke & Ekl, 
2010). On the top are smart meters, electronic devices that regularly monitor power consumption and stability on the grid. The collected data will be transmitted to the 
corresponding service provider via the communication module. Smart grid service providers will provide users or utilities with power resources and services and charge 
them based on recorded information transmitted by smart meters (Chen, Li, Hao, Qian, & Humar, 2018).

Security has always been a big issue with this kind of infrastructure, because for most smart grid environments, they run on insecure publican networks. This will lead to 
a variety of security threats (Li, Aung, Williams, & Sanchez, 2014). For example, an adversary could easily intercept a message through simple eavesdropping and 
launch an attack to obtain private information about the user. If sensitive data is compromised by rivals, the grid could face greater security challenges. One good way to 
solve security problems in smart grids is through mutual authentication. Smart meters and corresponding service providers can authenticate each other and negotiate 
keys between them. This authentication and key agreement mechanism can effectively meet the security requirements of smart grid through insecure communication 
channels. In recent years, smart grid authentication and key protocol schemes have been widely studied. Although various schemes have been put forward, most of them 
still have security defects and cannot meet certain security requirements. Performance is another issue that smart grid security needs to address (Yan, Qian, Sharif, & Tip-
per, 2013). For example, elliptic curve cryptography is recommended for anonymous authentication and key protocols. However, they usually involve time-consuming 
operations such as bilinear pairs. This raises practical questions when they are used in smart grid environments due to their energy limitations. Therefore, how to design 
a low computation, authentication and key protocol scheme is always a difficult problem.

The scheme proposed in this paper not only solves the security problem by realizing the mutual authentication between smart meters and service providers, but also 
USES symmetric keys to encrypt the data with less computation and time.

2. PROPOSED SCHEME:
The scheme proposed in this paper consists of two parts: registration and login key agreement. The registration part is where the smart meter user registers with the ser-
vice provider through secure channels or offline registration. The second part is that the smart meter user first logs in and authenticates, then authenticates with the ser-
vice provider and generates a session key with it. The meanings of various symbols in the proposed scheme are shown in the following table:
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Table 1
The meanings of various symbols in the proposed scheme
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1)  Registration phase:

2)  Login and key agreement phase:

3. SAFETY ANALYSIS:
3.1 Replay attack:

3.2 Man-in-the-middle attack:
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4. PERFORMANCE ANALYSIS:
In this part, we will compare our proposed scheme with other relevant advanced schemes in terms of function and cost calculation.

4.1 Functional comparison:
Table 2 shows the comparison of functional safety between the proposed scheme and other advanced schemes in the other four relevant literatures recently proposed 
(Xia & Wang, 2012) (Mohammadali et al., 2018) (Kumar et al., 2019; Mahmood et al., 2018). The results show that the proposed scheme meets higher security require-
ments and can resist all kinds of known attacks. In particular, the scheme can resist medevac attack and has non-retroactive tracing, so as to realize security protection in 
the process of mutual authentication and key negotiation. These two security features are of great significance to the design of secure authentication key protocol in 
smart grid environment.

4.2 Computational cost comparison:
GOOSE and SV protocols for broadcasting multimedia messages over LAN use switched Ethernet. In the proposed pattern, the substation and the data center agree on 
the session key in less time than the transfer time required for these protocols. This section will analyze the performance of the proposed protocol from a time perspec-
tive. The results were derived in the system with E2200 2.20ghz Intel Pentium CPU, 2 GB of RAM. The operation times of each cipher element are listed in Table 3. 
Table 4 shows the calculation cost of the comparison.
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Table 3
The operation time of the password element
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5. CONCLUSIONS:
This paper presents a security authentication scheme based on smart grid communication. The scheme realizes fast mutual authentication and key protocol between 
smart meters and service providers. In addition, in the process of authentication and key protocol, smart meters can achieve anonymity and untraceability at a lower com-
putational cost. The security discussion shows that the scheme is secure. All these prove the applicability of our proposed scheme in the smart grid environment.
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Computational cost comparison


